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Pilots & live trades



1. Privacy

2. Scalability
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2 major challenges:



• Selective transaction sharing (Channels, private transactions etc.)

• Intel SGX

• Cryptography:

• Homomorphic encryption

• Ring signatures

• Zero Knowledge Proofs

8

Privacy solutions



Quorum: only store a hash on the blockchain
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Quorum: private tx
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UTXO in BitCoin

1 Inputs: empty

Outputs: 12,5 → Raoul SIGNED(Trader

1)2 Inputs: 1[0]

Outputs: 10 → Cees, → 2,5 Raoul SIGNED(Raoul)

3 Inputs: 2[0]

Outputs: 4 → Mark, → 6 Cees SIGNED(Cees)
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Inputs: 2[1]

Outputs: 1,5 → Mark, → 1 Raoul SIGNED(Raoul)

(Simplified version of actual system functions)
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Intel® Software Guard Extensions  

(Intel® SGX)

Problem: Corda verifies transaction chains.  This 

potentially conflicts with privacy.

Solution: Run verification in SGX enclave.

SGX concerns: special hardware, vendor lock-in, key  

management, side channels
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Zero Knowledge range proofs



• ING Built a pre-compiled contract in Go-Ethereum that allows the entire network to verify that a
secret number is in a known range.

• For example validate a:
• Proof of age
• Proof of salary bandwidth
• Proof of location
• Proof that a payment is within limits

Intro

Provide commitment Create range-proof

Validate

Validate

Validate

Validate Validate

Validate Validate



Pre-compiled contract

• Running native go is faster than

running Solidity in the EVM

• Less gas consumption (than

running in Solidity)

• The proof uses very large numbers

(larger than int256)
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Monero & zCash

zCash
• ZK-SNARKS

Monero
• Ring signatures

• Homomorphic encryption

• Zero Knowledge range-proof



Platform comparison
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Platform comparison

Corda Fabric Ethereum Quorum

Consensus Pluggable Pluggable PoW Pluggable

Privacy
Confidential 

identities, selective 
multicasting, SGX

Channels
ZK-SNARKS

(available soon)
Private transactions, 

SGX, ZSL

Scalability ++ ++ 22 TPS ++

Smart contract 
language

Java (any JVM
language)

Go & Java Solidity & Serpent Solidity/Serpent



Questions


