Privacy on a Blockchain
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Discover the possibilities of the Ethereum blockchain with the definitive registry
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During the first Enterprise Ethereum Alliance Event, |
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use of blockchain by offering data privacy protection.
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MAJOR BLOCKCHAIN CONSORTIA AND NETWORKS
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This story was delivered to BI Intelligence
"Fintech Briefing" subscribers. To learn more

ING Wil meer doen met blOCKChain and subscribe, please click here.
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o ~ ' i ING wil zich de komende tijd vooral
\ bezighouden met

blockchaintechnologie. Dat zegt CEO
Ralph Hamers in een toelichting op de live securities lending transaction together with fintech

jaarcijfers. innovator HQLA-X. The project commenced in April 2017 and also includes CIBC,
Commerzbank, and UBS.

Credit Suisse and ING Group have completed the first

Door innovaties verandert het bankieren
razendsnel. Blockchain kan een grondige
verschuiving teweegbrengen in de
financiéle dienstverlening, zegt Hamers




2 major challenges:

1. Privacy
2. Scalability
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Privacy solutions

 Selective transaction sharing (Channels, private transactions etc.)

* Intel SGX

« Cryptography:
«  Homomorphic encryption
+ Ring signatures
« Zero Knowledge Proofs
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contract Calculator {

Quorum: private tx

uint counter

function increment() {
counter++;

MNodel Node2 MNode3 Noded Nodes Nodet6 MNode7

Tx1 privateFor all 1 1 1 1 1 1 1
Tx2 privateFor Nodel, Node2 2 2 1 1 1 1 1
Tx3 privateFor Node3, Noded, Node5 2 2 2 2 2 1 1
Tx4 privateFor nodel, Noded 3 2 2 3 2 1 1
Tx5 privateFor Mode5, Node7 3 2 2 3 3 1 2
Tx6 privateFor All 4 3 3 4 4 2 3
Tx7 public 4 3 3 4 4 2 3
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UTXO in BitCoin

(Simplified version of actual system functions)
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IOU‘| IOU2

From: Alice SETTLE COMMAND From: Alice

To: Bob Signers: Alice, Bob To: Bob
Amount: £10 Amount: £5

CASH, CASH,

Owner: Alice Owner: Bob
PAY COMMAND )
Amount: £5 Amount: £5
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10U,
From: Alice
To: Bob
Amount: £5

CASH,
Owner: Bob

Currency: GBP
Amount: £5
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Intel® Software Guard Extensions
(Intel® SGX) .

Problem: Corda verifies transaction chains. This
potentially conflicts with privacy.

Solution: Run verification in SGX enclave.

SGX concerns: special hardware, vendor lock-in, key
management, side channels

OApplication

( Untrusted Part
of App

Create Enclave

~

Trusted Part B
of App

Call Gate

Process
Secrets

o~
CallTrusted()
Cont. o
U - = >/
Privileged System Code
\ 0OS, VMM, BIOS, SMM, ... J
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(@ & GitHub, Inc. (US) | https://qithub.com/lsds/spectre-attack-sgx o @ %
spectre-attack-sgx

Sample code demonstrating a Spectre-like attack against an Intel SGX enclave.

Overview

Given our ongoing research on Intel SGX here in the LSDS group at Imperial College London, a question that occurred to us
immediately on first hearing of the recent Meltdown and Specire attacks is what are the security implications of speculative
execulion side channels for Intel SGX enclaves?

This repository contains a proof-of-concept attack ( sGxSpectre ) showing it is indeed possible to use a speculative execution
side-channel to leak data from an Intel SGX enclave.

Attack Outline

The attack is similar conceptually to the conditional branch misprediction Specire attack of Kocher et al. The main difference is
that we move the secret data ( secret ) and the victim function ( victim_function ) and overflow array ( array1 ) inside the
enclave. The attacker executes victim_function using an ecall, passing itthe index x usedtoindexinto arrayi .

Code Layout

® 5GXSpectre/mains/main.c : Contains the untrusted code to create the enclave and mount the SGXSpectre attack.

® sSGXSpectrefenclave/enclave_attack.c : Contains the enclave secret data and victim function.
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Zero Knowledge range proofs
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Intro

« ING Built a pre-compiled contract in Go-Ethereum that allows the entire network to verify that a

secret number is in a known range.

« For example validate a:
« Proof of age
 Proof of salary bandwidth
«  Proof of location
Proof that a payment is within limits

Provide commitment Create range-proof
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Pre-compiled contract

*  Running native go is faster than
running Solidity in the EVM

« Less gas consumption
running in Solidity)

« The proof uses very large numbers
(larger than int256)
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9 \!Ft?llk_ Not giving awa... @ =
@ VitalikButerin | RS

Range proofs for ethereum using RSA
multiplicative groups and a clever "prove a

number is positive by giving its square root"
protocol:

Blockchain transactions just got a whole lot safer

ING's blockchain team has announced a major breakthrough that will help overcome
one of the biggest obstacles to using blockchain in financial services: protecting d...
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Monero & zCash

zCash

ZK-SNARKS

M,

4

Monero
Ring signatures
Homomorphic encryption
Zero Knowledge range-proof
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Platform comparison
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Platform comparison

¢-rda

@

& 9%

 Quorum
Corda Fabric Ethereum Quorum

Consensus Pluggable Pluggable PoW Pluggable
Confidential . .

Privacg identities, selective Channels ZK._SNARKS Private transactions,
) ) (available soon) SGX, ZSL
multicasting, SGX
Scalability ++ ++ 22 TPS ++
Smart contract Java (any JVM Go & Java Solidity & Serpent Solidity/Serpent

language language)
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Questions
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